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1 [bookmark: _Toc207761830][bookmark: _Toc209578266][bookmark: _Toc516586249]Introduction 
The Privacy Act 1988 requires entities bound by the Australian Privacy Principles (APPs) to have a privacy policy. This privacy policy outlines the personal information handling practices of the Australian Human Rights Commission (Commission). Commission employees and prospective employees should also refer to our Human Resources Privacy Policy.
The specific legal obligations of the Commission when collecting and handling your personal information are outlined in the Privacy Act 1988 and in particular in the APPs found in that Act. We will update this privacy policy when our information handling practices change. Updates will be publicised on our website.
We collect, hold, use and disclose personal information in order to perform the functions or activities under the Australian Human Rights Commission Act 1986 (AHRC Act), Australian Human Rights Commission Regulations 1989, Age Discrimination Act 2004, Disability Discrimination Act 1992, Racial Discrimination Act 1975, Sex Discrimination Act 1984 and Freedom of Information Act 1982 (FOI Act). These functions and activities include:
· inquiring into, and attempting to conciliate, complaints of unlawful discrimination and breaches of human rights
· inquiring into any act or practice that may be inconsistent with or contrary to any human right
· promoting an understanding and acceptance, and the public discussion, of human rights in Australia
· undertaking research and educational programs and other programs, on behalf of the Commonwealth, for the purpose of promoting human rights, and to co-ordinate any such programs undertaken by any other persons or authorities on behalf of the Commonwealth
· reporting to the Minister as to the laws that should be made by the Parliament, or action that should be taken by the Commonwealth, on matters relating to human rights
· preparing guidelines on human rights and discrimination
· intervening in court proceedings that involve discrimination and human rights issues
· processing applications for temporary exemptions under the Federal discrimination laws
· responding to enquiries and requests
· communicating with the public, stakeholders and the media including through websites and social media
· assessing suitable candidates for career opportunities within the Commission.
For the avoidance of doubt, any information that we collect, hold, use and disclose will be governed by the most current version of this privacy policy. The only exception to this will be where we conduct a Competition, Survey or function or activity that has its own terms and conditions. In such instances, notice of those terms and conditions will be provided to you at the time your personal information is sought and will override this privacy policy to the extent of any inconsistency.
2 [bookmark: _Toc516586250]Collection of Your Personal Information
At all times we try to only collect the information we need for the particular function or activity we are carrying out.
The main way we collect personal information about you is when you give it to us. For example, we collect personal information such as contact and other details when you:
· contact us to ask for information (but only if we need it)
· make a discrimination or human rights complaint to us
· apply for a temporary exemption to Federal discrimination laws
· respond to Commission inquiries, questionnaires and surveys (Survey/s)
· engage us to provide you with products or services related to our functions or activities
· make an FOI Act request or submit an FOI or privacy-related complaint to us
· notify us about a data breach
· apply for a job vacancy with us.
We may also collect contact details and some other personal information if you:
· participate in a meeting or consultation with us
· attend an event or activity we organise, sponsor or are otherwise affiliated with
· subscribe to one of our e-mail lists or publications (online or otherwise)
· participate in Commission competitions, promotions, or activities (Competition/s)
· post an entry that contains your personal information on any of our websites (including social media sites and platforms).
2.1 [bookmark: _Toc516586251]Collecting sensitive information 
Sometimes we may need to collect sensitive information about you, for example, to handle a complaint or as part of a Survey (this will only be done where sensitive information is reasonably necessary for or directly related to one or more of our functions or activities). This might include information about your health, racial or ethnic origin, political opinions, association memberships, religious beliefs, sexual orientation, criminal history, and genetic or biometric information. 
2.2 [bookmark: _Toc516586252]Indirect collection 
In the course of performing our functions and activities, we may collect personal information (including sensitive information) about you indirectly from publicly available sources or from third parties such as: 
· your authorised representative, if you have one; or 
· complainants, respondents or other parties involved in a complaint, investigation or application (or their employees and witnesses). 
We may also collect your personal information from a third party when you participate in Surveys or Competitions run in conjunction with an entity that we may partner with. 
We also collect personal information from publicly available sources to enable us to contact stakeholders who may be interested in our work or in participating in our consultations. 
2.3 [bookmark: _Toc516586253]Anonymity
Where possible, we will allow you to interact with us anonymously or using a pseudonym. For example, if you contact our General enquiries and publications line, or the National Information Service, with a general question we will not ask for your name unless we need it to adequately handle your question. 
However, for most of the Commission’s functions and activities we usually need your name and contact details and enough information about the particular matter to enable us to fairly and efficiently handle your inquiry, request, complaint or application. 
2.4 [bookmark: _Toc516586254]Collecting through our websites 
The Commission has its own public website, www.humanrights.gov.au, with a number of sub sites. There are a number of ways in which we collect information through our website. Unless otherwise indicated, we store this personal information on servers located in Australia.
Analytics 
We use a range of tools provided by third parties, including Google, Bing and our web hosting company, to collect website traffic information. These sites have their own privacy policies. We also use cookies and session tools to improve your experience when accessing our websites. Cookies are pieces of information that a website transfers to your computer's hard disk. Cookies in and of themselves do not identify users personally but they do allow the tracking of an individual's use of a website. The use of cookies to track traffic patterns through websites is now commonplace. Most web-browsers are set to accept cookies, however you can configure your web browser to reject cookies. If you reject cookies, you may not be able to use all of our online services.
The information collected by these browsing and other tools may include the IP address of the device you are using and information about sites that IP address has come from, the pages accessed on our site and the next site visited. We use the information to maintain, secure and improve our websites and to enhance your experience when using them. 
Email lists, registrations and feedback 
We will collect information that you provide to us when making comments or completing web-based forms, signing up to mailing lists and registering for our events, or submitting feedback on your experience with our website. We may use your email address to respond to your comments, requests and feedback. 
Third party providers
We use third party providers for some web-based services, with information stored in the United States and Europe. These include MailChimp for email subscriptions (you can access their privacy policy here), SurveyMonkey for online surveys (you can access their privacy policy here) and Event Brite for registration at events (you can access their privacy policy here). 
Social networking services 
We use social networking services such as Twitter, Facebook and YouTube to communicate with the public about our work. When you communicate with us using these services we may collect your personal information, but we only use it to help us to communicate with you and the public. The social networking service will also handle your personal information for its own purposes. These sites have their own privacy policies. You can access the privacy policies for Twitter, Facebook and YouTube (a Google company) on their websites.
3 [bookmark: _Toc516586255]Use and Disclosure of Your Personal Information
3.1 [bookmark: _Toc516586256]How we use your personal information 
When you submit your personal information to us you consent to the Commission using your personal information to (among other things):
· administer our relationship with you in accordance with the functions or activities that we perform
· facilitate the running of our Competitions and Surveys
· monitor activity on our website
· inform you about an event, activity or publication we organise, sponsor or are otherwise affiliated with that may be of interest to you
· assist us in implementing internal administrative purposes (such as carrying out, monitoring and analysing procedural assessments, risk management, staff training and internal reviews)
· improve our website and our other publications
· enforce our legal rights, including claim recovery activities and legal proceedings
· where possible, protect the rights, property, or personal safety of another person
· notify relevant authorities where there is a serious threat to an individual's life or to public health or safety
· notify relevant authorities where there is reason to suspect unlawful activity has been engaged in
· notify relevant authorities where required or authorised by law
· notify relevant authorities where required by an enforcement body.
We will generally only use or disclose your personal information when it relates to the primary purpose for which it was collected. If you do not wish to receive other communications from us, please contact us on the details below so that we can update your preferences.
If you provide us with your personal information via your mobile telephone number, email address, text message, instant message address or other methods of communication, you authorise us to send you information using that same method of communication.
3.2 [bookmark: _Toc516586257]Who we may disclose your personal information to
We may disclose your personal information to persons within the Commission (in accordance with this privacy policy and the APPs). 
We may provide your personal information to third parties that you authorise us to give your personal information to.
The Commission uses a number of service providers to whom we disclose personal information. These include providers that host our website servers, host our ICT infrastructure and (occasionally) implement, migrate or maintain our electronic document management and HR information systems.
To protect the personal information we disclose we:
· enter into a contract or MOU which requires the service provider to only use or disclose the information for the purposes of the contract or MOU
· require providers to sign confidentiality and non-disclosure agreements and/or
· include special privacy requirements in the contract or MOU, where necessary 
The Commission may also disclose your personal information to third parties such as our legal or professional advisers and other government authorities or agencies. This will only occur where such disclosure is reasonably required to, for example, obtain advice, prepare legal proceedings, investigate suspected improper conduct or wrongdoing, assist a lawful authority in the discharge of its duties and by law.
We will never permit third parties to use, sell, or transfer your personal information for commercial purposes in any way.
We impose strict requirements of security and confidentiality on all third parties that we deal with to ensure your personal information is handled appropriately. However, we cannot be held responsible for any misuse or unauthorised disclosure of your personal information by such third parties.
3.3 [bookmark: _Toc516586258]Disclosure of sensitive information 
We only disclose your sensitive information: 
· for the purposes for which you gave it to us
· for directly related purposes you would reasonably expect
· if you agree to such disclosure. 
3.4 [bookmark: _Toc516586259]Disclosure of personal information overseas 
Generally we only disclose personal information overseas where it is necessary to properly handle complaints that we conciliate or investigate under the AHRC Act. For example, if: 
· the respondent to a complaint is based overseas
· an Australian-based respondent is the related body corporate to an overseas company
· you have complained to an overseas entity and the Commission about the same or a related matter. 
Web traffic information is disclosed to Google Analytics when you visit our websites. Google stores information across multiple countries. As noted above, the third party providers we use for some web-based services store their information in the United States and Europe. 
When you communicate with us through a social network service such as Facebook or Twitter, the social network provider and its partners may collect and hold your personal information overseas.
4 [bookmark: _Toc516586260]Quality and Security of Data
4.1 [bookmark: _Toc516586261]Quality of personal information 
To ensure that the personal information we collect is accurate, up-to-date and complete we: 
· record information in a consistent format
· where necessary, confirm the accuracy of information we collect from a third party or a public source
· promptly add updated or new personal information to existing records
· regularly audit our contact lists to check their accuracy. 
We also review the quality of personal information before we use or disclose it. 
4.2 [bookmark: _Toc516586262]Storage and security of personal information 
The Commission is committed to keeping information and data that you provide to us secure and we will take all reasonable precautions to protect your personal information from loss, misuse, or alteration. 
The steps we take to protect the security and confidentiality of your personal information include password protection for accessing our electronic ICT system, audit trails of electronic systems and physical access restrictions. We are guided by our statutory responsibilities, and internal policies and guidelines, including those relating to record keeping and information technology security.
We will take all reasonable steps to keep your personal information secure and confidential once it is no longer in use. We do this by: 
· regularly assessing the risk of misuse, interference, loss, and unauthorised access, modification or disclosure of that information
· conducting regular internal and external audits to assess whether we have adequately complied with or implemented these measures. 
We will take reasonable steps to de-identify your personal information before it is passed on to third parties (for example, in situations where you have agreed to the use of your personal information to compile raw data for research purposes).
We destroy personal information in a secure manner when we no longer need it. For example, we generally destroy complaint records after 3 years, in accordance with the Australian Government Administrative Functions Disposal Authority.
4.3 [bookmark: _Toc516586263]Accessing and correcting your personal information 
Under the Privacy Act 1988 (APPs 12 and 13) you have the right to ask for access to personal information that we hold about you, and ask that we correct that personal information. You can ask for access or correction by contacting us and we must respond within 30 days. If you ask, we must give you access to your personal information, and take reasonable steps to correct it if we consider it is incorrect, unless there is a law that allows or requires us not to. 
We will ask you to verify your identity before we give you access to your information or correct it, and we will try to make the process as simple as possible. If we refuse to give you access to, or correct, your personal information, we must notify you in writing setting out the reasons. 
If we make a correction and we have disclosed the incorrect information to others, you can ask us to tell them about the correction. We must do so unless there is a valid reason not to. 
If we refuse to correct your personal information, you can ask us to associate with it (for example, attach or link) a statement that you believe the information is incorrect and why. 
You also have the right under the FOI Act to request access to documents that we hold and ask for information that we hold about you to be changed or annotated if it is incomplete, incorrect, out-of-date or misleading. 
5 [bookmark: _Toc516586264]How We Deal with Complaints about Privacy issues
If you wish to complain to us about how we have handled your personal information you should complain in writing. If you need help lodging a complaint, you can contact us. 
If we receive a complaint from you about how we have handled your personal information we will determine what (if any) action we should take to resolve the complaint. 
If we decide that a complaint should be investigated further, the complaint will usually be handled by a more senior officer than the officer whose actions you are complaining about. 
We will assess and handle complaints about the conduct of a Commission officer using the APS Values and Code of Conduct and the guidelines issued by the Australian Public Service Commission. 
We will tell you promptly that we have received your complaint and then respond to the complaint within 30 days. 
If you are not satisfied with our response you may ask for a review by a more senior officer within the Commission (if that has not already happened) or you can complain to the Office of the Australian Information Commissioner. 
6 [bookmark: _Toc516586265]Our Contact Details
For all privacy-related complaints, requests and enquiries, contact the Privacy Officer at: 
Email: privacy@humanrights.gov.au 
Telephone: (02) 9284 9600
TTY: 1800 620 241
Post: GPO Box 5218 Sydney NSW 2001. 
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